Background: Energy informatics (EI) is the area of research that addresses the application of technology to resolve complex problems in the energy domain. Goebel et al. (BISE 6:25-31, 2014) provided an EI research framework to encompass all aspects of EI research. Due to rapid EI improvements, many current research areas have not been incorporated into this framework. Specifically, this research posits that grid reliability is an underrepresented research area and should be incorporated into the framework. The rapidly changing nature of energy generation, and new developments in the electric-power network, are driving the need for grid reliability research. The goal of this paper is to extend the EI research framework offered by the Goebel et al. through a systematic review of current literature. Methods: This literature review includes current publications (2015-2017) in power utility and technical reference libraries together with the earlier foundational EI papers. Results: The systematic literature review is based on a broad automated search of appropriate digital sources (IEEE Xplore and the Web of Science) using relevant search terms. The paper also details the components of grid reliability research as well as their accompanying use cases. Conclusion: The expanded EI research framework presented in this literature review should help researchers identify areas for future research endeavors. In the extended EI research framework, service reliability is now included as a third research component adding to the existing energy efficiency and renewable-energy supply components.
enhanced EI framework, and presents a bibliography of foundational papers. Finally, the fifth section offers conclusions.
Research importance
Due to a rise in electricity use resulting from such new technologies as electric vehicles and circuit and equipment overloads, a significant number of publications from research organizations, governmental bodies, and utility companies have focused on understanding grid reliability, fault causes, and power outages. The National Academies of Sciences, Engineering, and Medicine (2017) recently published "Enhancing the Resilience of the Nation's Electricity System" in response to Congress's call for an independent assessment to "conduct a national-level comprehensive study on the future resilience and reliability of the nation's electric power transmission and distribution system." In addition, the National Academies of Sciences, Engineering, and Medicine established a committee to conduct the relevant research. Throughout this report, the committee highlighted all elements of grid reliability, resilience, and the risks of the system-wide failure that will grow as the structure of the power industry becomes more atomized and complex and laid out a wide range of actions to improve the U.S. power system's resilience. Analytics (including machine learning, data mining, and other artificial-intelligence techniques) will play a very important role in response to the predicted attacks on the electric grid, failures, or other impairments due to their ability to generate real-time recommendations (National Academies of Sciences, Engineering, and Medicine 2017).
In another exemplar research, Shawn Adderly (2016) examined U.S. Department of Energy's power outage data from 2002 to 2013 and investigated reliability trends. The research objective was to assess the correlation between utilities' reliability and grid-investment projects such as the deployment of smart-grid assets. Using the deployment of smart meters as a proxy for grid investments, Adderly concluded that the increase of smart meters correlated strongly with a decrease in the frequency of outages. The author acknowledged that due to the presence of confounding variables, the reduction in power outage could not be attributed to any specific smart-grid investment project.
Several studies attempt to understand grid reliability. Steve Mitnick's (2015) report prepared for the Electric Markets Research Foundation, another important resource, explains the reasons for concerns about grid reliability. The author suggests that distributed energy resources must be carefully incorporated into the grid to minimize grid-reliability risk. Another relevant study conducted by the Lawrence Berkeley National Lab (Eto et al. 2012) highlighted the fact that reliability-data trends might not improve due to the addition of smart-grid technology because automated outage-management systems may report service interruptions more accurately. Since the study was based on a sample of reliability data from several utilities, the authors did not attempt to make claims about overall U.S. power reliability.
With respect to the power-outage-causes study domain, the majority of the outages in the United States are the result of events that occur on the grid's distribution side. Few outages are caused by the external factors. The three main causes for electrical outages are (1) hardware and technical failures, (2) environmental incidents, and (3) human errors. Among hardware and technical failures, outages are experienced due to equipment overload and short circuits, to name a few (Westar Energy 2017; Diesel Service and Supply 2017; Rocky Mountain Power 2017) . These failures are often attributed to unmet peak demand, outdated equipment, and malfunctions of backup power systems (Chayanam 2005) .
Environmental incidents, the largest portion of power outage causes, can be classified into two distinct categories: weather and other factors. Such publications as Wisconsin Public Service (2017) have highlighted the weather-related causes of power outages. The Edison Electric Institute states that 70% of U.S. power outages are weather related (as cited in Campbell 2012). Kenward and Raja (2014) analyzed power outage data over a 28-year period and noted that between 2003 and 2012, 80% of all outages were caused by weather. Similarly, Campbell (2012) highlighted the damage to the electrical grid caused by seasonal storms, rain, and high winds.
Besides weather, other external forces create power outages. As a byproduct of heavy weather patterns, falling tree branches disrupt the flow of electricity (National Academies of Sciences, Engineering, and Medicine 2017). Animals are another culprit of power disruption. The Edison Electric Institute study also indicated that animals, such as large birds, contacting power lines accounted for 11% of U.S. outages (as cited in Campbell 2012).
Human-error incidents are the last cause of power outages. Chayanam (2005) indicated that training is essential for technicians and staff to battle outages with proper maintenance procedures. This ensures a reduction in the frequency of power outages. Car accidents are another major source of power outages (Wisconsin Public Service 2017).
In a 2013 white paper entitled "the Smart Grid Investment Grant Program Progress Report," the Department of Energy highlighted reliability improvements observed through decreasing reliability indices and highlighted that such projects as automated feeder switching were able to reduce the frequency of outages. No statistics were shown in the report to demonstrate the correlation between reliability indices and spending. However, the study identified the progress made by utilities as a result of receiving federal funding (U.S. Department of Energy 2013).
Interrupted power supply is no longer a mere inconvenience. As the duration and spatial extent of electrical outages increases, costs and inconvenience grow. Critical social services such as medical care, police and other emergency services, and communications systems rely upon electricity to function at minimally acceptable levels. Failures can bring catastrophic outcomes; lives can be lost. We must better understand the causes to be more ready to implement redundancy and resilience in the electric grid.
To heed this call, this paper presents a systematic grid-reliability literature review to help understand the topic's current knowledge base. A systematic literature review is a particularly influential tool in the hands of researchers because it allows a scholar to gather and recap all the information about research in a specific field (Spanos and Angelis 2016) . In this first systematic grid-reliability literature review, the focus is on the different grid-reliability topics and their specific characteristics. This article should enrich future literature reviews while integrating the most current articles into the body of knowledge.
Methodology
The systematic literature review offered in this paper follows the three stages in a systematic review: the Planning Stage, the Conducting Stage, and the Reporting Stage (Kitchenham 2004; Kitchenham and Charters 2007) .
The first step is the identification of a need for a systematic review. As described in the previous two sections, although several studies have investigated electric-grid reliability, these studies should be summarized to update the current knowledgebase. Therefore, the urgent need for a systematic literature review providing solid foundations and equipping researchers with pertinent information is clear.
The second step is the development of the review protocol. This section presents the research questions, search strategy, inclusion/exclusion criteria, quality-assessment criteria, and the data extracted from the studies.
Defining research questions is an essential step in every systematic review. By answering the following questions, the literature review can accomplish its aim. To conduct the systematic literature review, it was decided to do a broad automated search, a method that includes the selection of the most appropriate digital sources (digital libraries and indexing systems) and the determination of the search terms (Spanos and Angelis 2016). The digital libraries of IEEE Xplore and the Web of Science were selected for the systematic review. The Web of Science database provides a wide breadth and depth, whereas the IEEE database provides more narrowly focused and very recent research. These searches relied on papers' titles to avoid receiving duplicate or irrelevant papers as search results. The following search strings were used.
IEEE Xplore Boolean/Phrase
((((("Document Title":Electricity Reliability) OR "Document Title":Electric Grid Reliability) OR "Document Title":Power System Reliability) OR "Document Title":Electric Circuit Reliability) OR "Document The inclusion/exclusion selection criteria of any systematic literature review must be distinct and clearly stated (Spanos and Angelis 2016) . The following selection criteria were used for the systematic review.
1. Full-article publication (not just an abstract), 2. English-language publication, 3. Year of publication sufficiently recent (since year 2015) to ensure that the reliability impact of integrating distribution energy resources into the electric grid has been captured, and 4. Study relevance.
The following exclusion criterion was used.
Duplicate publications (to avoid double counting studies)
The quality-assessment criteria are provided to ensure that all the included studies in a systematic literature review contain an adequate level of quality. The following were the criteria.
Availability and the description of the data, Description of the used methodology, and Presentation of the results.
The last task is related to the development of the review protocol and the selection of the data features that will be extracted from the papers found by the search. The data features for this review are as follows. 
Results
This section presents the initial results of the systematic literature review: 209 papers from the IEEE Xplore database and 294 papers from the Web of Science core collection. Table 1 summarizes the characteristics of the documents identified and the counts of papers by year.
The top publishing authors were M Fotuhi-Firuzabad (10 publications), C Singh (8), LF Wang (8), YM Xing (8), and M Benidris (6).
After the excluding duplicate, irrelevant, and low-quality papers, 231 papers remained from the search in the two databases. Table 2 summarizes the search results (503 total paper count from the initial search), the number of non-relevant, the duplicate papers, those not-included after the quality assessment, and the final number of relevant papers included in the systematic literature review for analysis.
Preliminary analysis of the relevant papers identified four key types of research question:
1. How does one assess or evaluate reliability of the power grid? 2. How does one improve or enhance the reliability of the electric-power system? 3. How should one plan reliability of the smart grid? 4. What are the impacts of changes, including adding distributed-energy resources, new regulations, and investment projects, on the reliability of the electric-power system?
Research methods within this research domain can be classified either as analytical or as Monte Carlo simulation. Analytical techniques represent the system by a mathematical model and evaluate the reliability indices from this model using mathematical solutions. Monte Carlo simulation methods, on the other hand, estimate the reliability indices by simulating the actual process and the system's random behavior. Simulation treats problems as a series of real experiments. There are advantages and disadvantages to both methods. The foremost research methods are modeling and simulation. Simulation modeling is the process of creating and analyzing a prototype of a physical model to predict its performance in the real world. Simulation modeling is used to help researchers understand whether, under what conditions, and in which ways a part could fail and what loads it can withstand. Researchers have used various modeling and simulation tools to perform the analysis, but Monte Carlo simulation is the most dominant research method.
Based on the systematic literature review, the Goebel et al. (2014) EI research framework was extended. The following section illustrates the impact of this extension and highlights the addition of grid reliability research, all of its components, and its use cases.
Energy informatics enhanced research framework
In the proposed Energy Informatics enhanced research framework ( Fig. 1) , energy efficiency, renewable-energy supply, and service reliability are the three types of research streams in the energy domain. These streams reflect the topics identified in the systematic literature review. The restructured Goebel et al. (2014) framework includes service reliability as a third research stream in addition to energy efficiency and the renewable-energy supply to distinguish this understudied research area. The first theme, energy efficiency, drives the evolution of smart energy-saving systems. The second theme, renewable-energy supply, drives the advancement of smart grids. Finally, the third additional theme, service reliability, drives smart-grid reliability and resiliency.
In the context of the service-reliability research theme, use cases (a collection of possible scenarios) were classified into four transmission scales: subcontinental, regional, local distribution system, and feeder. Power systems and renewable energy can also be viewed as additional use cases due to their impact on grid reliability. The rapidly changing nature of energy generation and the new developments of the electric power network have fueled the rise of grid-reliability research to justify considering it a separate research stream. The first category of use cases, the subcontinental scale, examines large, relatively self-contained landmasses forming a subdivision of a continent. Within this category, multiple grids, transmission, and distribution systems may exist and be interconnected.
In the second category of use cases, regional transmission, studies examine high-voltage transmission networks that enables power to travel long distances from generating units to substations closer to local end-use customers where the voltage is stepped back down and sent into the distribution system for delivery to consumers. Given the interconnected configuration of the high-voltage grid, events in one place can propagate across the transmission system in seconds or a few minutes, potentially causing cascading blackouts that can affect customers hundreds of miles from the initial disturbance. Outage events on the transmission system can result in large-area impacts (National Academies of Sciences, Engineering, and Medicine (2017) .
In the third type of use cases, the electric distribution system moves power from the energy system to the meters of electricity customers. Typically, power is delivered to distribution substations from two or more transmission lines, where its voltage is reduced, and sent to customers over distribution feeders. Although distribution-system outages are more common than those occurring on transmission facilities, their impacts are smaller in scale and generally easier to repair (National Academies of Sciences, Engineering, and Medicine 2017).
The fourth category of use cases includes the feeder scale. Customers on radial systems are exposed to interruption when their feeder experiences an outage. In metropolitan areas, these feeders typically have switches that can be reconfigured to support restoration from an outage or regular maintenance. When a component fails in these systems, customers on unaffected sections of the feeder are switched manually or automatically to an adjacent, functioning, circuit. However, this still exposes critical services such as hospitals or police stations to potential outages, so these facilities are often connected to a second feeder for redundancy (National Academies of Sciences, Engineering, and Medicine 2017).
The definition of service reliability-"the ability of the electric grid to deliver electricity to customers without degradation or failure"-is used to outline the service-reliability research theme. Recent developments such as the integration of distributed-energy resources into the smart grid make information collection, integration, management, and analysis of vital importance. That is why EI has flourished in the research community.
Here, the aim is to contribute to a holistic understanding of problem identification and resolution through the use of tools such as geographic information systems, databases, big-data management, machine learning, information security, and optimization and control. Analytics using these tools could transform the way we think, act, and use energy and help elucidate a problem's root cause, define a solution through data, and implement the solution with continuous monitoring and management.
Power-system reliability research framework
In addition to the EI enhanced research framework, Fig. 2 illustrates a framework for power-system reliability founded on the previous literature. The focus within the power-system-reliability research theme can be organized into one of two main types: the bulk-power system (BPS) and the local-distribution system. The first research focus, can be defined as a large interconnected electrical system made up of generation and transmission facilities and their control systems. A BPS does not include facilities used in the local distribution of electric energy. If a BPS is disrupted, the effects are felt in more than one location. In the United States, BPS are managed by the North American Electric Reliability Corporation (National Academies of Sciences, Engineering, and Medicine 2017). Reliability of power supply and system operation, regular evaluations of expected or emerging changes, and system maintenance throughout changes in the electric industry are all possible goals within the BPS research focus.
The local-distribution system, the second research focus, provides power to individual consumer premises. Distribution networks usually consist of distribution substations, primary distribution feeders, distribution transformers, distributors, and service mains (National Academies of Sciences, Engineering, and Medicine 2017). Maintenance and repair of the distribution network, public safety, and operating cost are the possible goals within the local-distribution system research focus.
The combined transmission and distribution network is known as the "power grid" or simply "the grid." North America's BPS involves four different power grids (interconnections). The Eastern Interconnection serves the eastern two thirds of the continental United States and Canada from the Great Plains to the Eastern Seaboard. The Western Interconnection covers the western third of the continental United States, the Canadian provinces of Alberta and British Columbia, and a portion of Baja California Norte in Mexico. The Texas Interconnection includes most of the State of Texas. Finally, the Canadian province of Quebec is served by the fourth North American interconnection. The grid systems in Hawaii and Alaska are not connected to the grids in the continental states (U.S. Department of Energy, Office of Electricity 2015). In the context of the power-system reliability research theme, possible scenarios, or use cases, can be classified into: infrastructure addition, infrastructure retirement, changing demand conditions, evolving technologies, changes driven by cost, policies, technological change, events, substation reliability, electric-circuit reliability, electric short circuits, cybersecurity risks, natural disasters and climate change, demand response and flexibility technologies, information and communication technologies, operating protocol, and other risks and disturbances.
Foundational papers on the subject of electric-grid reliability One way to grasp the main core of a subject is to look at the references cited in the current articles and highlight papers that are continually referenced. This step was particularly helpful in identifying the foundational papers.
The same search string was used without an exclusion criterion (no year range restriction) to pull all journal and magazine publications from the database. The results (366 extracted articles) were sorted in descending order based on the number of citations (the number of other papers' reference lists that included them), the standard deviation for each article's number of citations was calculated, and the outliers (articles whose number of citations was more one standard deviations) were identified. Based on this analysis, 59 foundational papers were identified. After excluding the irrelevant papers and those not meeting the quality criteria, 39 relevant papers remained (Table 3) .
This section presents a bibliography and the analysis of foundational papers on the subject of electric-grid reliability (Table 4) . Table 5 summarizes the research methods identified in the foundational papers. Though modeling and simulation are dominant research methods within the literature, articles using analytical approaches seem to be gaining more attention considering how often they are cited.
Bearing in mind the research themes and the methods illustrated in the foundational papers, analytics has been a popular topic in research and more research is needed in the area of reliability planning and improvement, particularly in the energy field. Through the use of GIS, machine learning, and data-mining techniques, analytics would help the research community plan and improve the smart grid. The authors present a probability method that permits important measures of reliability in general powersystem networks to be calculated from basic system component data. The reliability of an alternative proposed system can be compared to discover the system yielding the highest reliability or a desired reliability at lowest cost. Important features of the method of the paper include the ability to consider failure bunching caused by storms and outages as a result of This paper presents some basic concepts of the physical significance of various aspects of probability methods as applied to power-system generating-capacity problems.
It also discusses the physical meaning and interrelation of various standards of service reliability and the determination of the installed capacity benefits of an interconnection by means of the application of probability method, which can serve as a tool for measuring the reliability performance of an electric-power system, thus with an algorithm to find the minimal set of components appearing between the feeder and any particular load point.
considering the reliability and the power loss. The paper presents the optimal status of the switches to maximize the reliability and minimize the real power loss by a binary particle-swarm-optimization- Mixed method: Four representative populationbased intelligent search procedures-genetic algorithm, particle-swarm optimization, artificial-immune system, and ant-colony system-are adopted to search the meaningful system states through their inherent convergence mechanisms. These mostDue to the large number of system states involved in system operations, to enumerating all possible failure states to calculate the reliability indices is not normally feasible. Monte Carlo simulation can be used for this purpose through iterative selection and evaluation of system states. However, due to The paper presents a simulation technique that can consider wind-farm and energy-storage operating strategies, evaluates different operating strategies are compared and the resulting benefits, and illustrates the system impacts of energy storage capacity and operating constraints, windenergy dispatch restrictions, wind penetration levels, and wind-farm location on the reliability benefits from energy storage.
High wind penetration can lead to high risk levels in power-system reliability and stability. Maintaining system stability may require windenergy dispatch restrictions and energy storage to smooth out the fluctuations and improve supply continuity. The benefits from using energy storage are highly dependent on the operating strategies associated with wind and storage in the power system. How does one evaluate power-system reliability? The paper presents a method for convolving discrete distributions using fast Fourier transforms to evaluate a generating system's loss-ofload probability and demonstrate the method's application and inherent merits.
This method can be used in evaluating reliability of any system involving discrete or discretized convolution. It has been used in power-system studies to deduce capacityoutage probability tables and to solve probabilistic load flows. This method is much less time-consuming and more efficient than the conventional direct methods.
Critical What is the impact of unifiedpower flow controllers on power system reliability?
Analytical approach: Improvement is measured using three reliability-risk indices: the loss-of-load expectation, the loss-of-energy expectation, and system minutes. The paper also compares the effects of the unified-power flow controller and a thyristor-controlled series capacitor on the system reliability.
This paper examines the impact of a unified power flow controller on power-system reliability. The system employs the unified-power flow controller to adjust the natural power sharing of two different parallel transmission lines, facilitating use of the maximum transmission capacity. The results show a significant improvement in system reliability.
Reliability assessment of a restructured power system considering the reserve agreements Bibliography on the application of probability methods in power system reliability evaluation R. Billinton
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What has been published on the application of probability techniques in the evaluation of power-system reliability up to 1972?
A literature review and a presentation of a bibliography of papers on the subject of the application of probability techniques in the evaluation of power-system reliability (up to year 1972) This bibliography deals with the application of probability techniques in the evaluation of power-system reliability, but it does not contain all the material available on this subject. The many excellent publications clearly indicate the increasing use and interest in the application of probability methods in the evaluation of power-system reliability.
Unreliability cost assessment of an electric power system using reliability network equivalent approaches P. Wang; R. Unreliability-cost evaluation of an entire power system provides a set of indices that can be used by a system planner to balance investments in different segments of the system and provide acceptable load-point reliability.
Impact of WAMS malfunction on power system reliability assessment The monitoring and control infrastructure is assumed to be based on a wide-area measurement system. Monte Carlo simulation and a scenario reduction technique help overcome computational burdens on 9-bus and IEEE 57-bus systems.
